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https://www.google.com/search?q=threat+intelligence+graph+visualization&tbm=isch

Popularity of Network-Styled  Graph Visualization
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Problems with Dense Graph

density = 0.08 density = 0.16 density = 0.32

These graphs have 30 nodes, and edges are randomly created according to each density.

density = |Edge| / (|Node| * (| Node| - 1))
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How to Improve Graph Visualization?

Impossible for Non-experts
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Brand New Way: Hive Plot

Briefings in Bioinformatics, Volume 13, Issue 5, September 2012, 

Pages 627–644, https://doi.org/10.1093/bib/bbr069
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1. Brand New Way

2. Extracting Subgraph

3. Interactive layout

4. Improving layout

8

How to Improve Graph Visualization?

Impossible for Non-experts

De Facto Standard to Explore Data

Depend on Your Use Case

Let’s Rethink the STIX Visualization for Threat Reports
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 Collecting 700 Images from 83 Reports on 8 Websites

 Only 37 Images which Describing Threat Structure
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Visualization on Threat Reports

616

37
32 15

Screenshot

Threat Diagram

Statistics
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Screenshots

Source:

https://research.checkpoint.com/2019/danabot-demands-a-ransom-payment/

https://www.welivesecurity.com/2019/07/19/faceapp-spotlight-scams-emerge/

https://blog.malwarebytes.com/threat-analysis/2019/07/exploit-kits-summer-2019-review/

https://blog.trendmicro.com/trendlabs-security-intelligence/shifting-tactics-breaking-

down-ta505-groups-use-of-html-rats-and-other-techniques-in-latest-campaigns/

https://securelist.com/fanning-the-flames-viceleaker-operation/90877/
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Statistics

Source:

https://securelist.com/mobile-banker-riltok/91374/

https://blog.malwarebytes.com/threat-spotlight/2019/07/threat-spotlight-sodinokibi-

ransomware-attempts-to-fill-gandcrab-void/

https://research.checkpoint.com/agent-smith-a-new-species-of-mobile-malware/

https://www.welivesecurity.com/2019/06/05/wajam-startup-massively-spread-adware/
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Classification on Why and How

 Why?

1. Attack Flow

2. C2 Infrastructure

3. Malware Behavior

 How?

1. Attack Chain

2. Directory Structure

3. Flow Chart Diagram

4. Function Structure

5. Network Topology

6. Sequence Diagram
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Attack Flow - Attack Chain

Source:

https://blog.trendmicro.com/trendlabs-security-intelligence/mobile-cyberespionage-

campaign-bouncing-golf-affects-middle-east/

https://securelist.com/twas-the-night-before/91599/

https://securelist.com/fanning-the-flames-viceleaker-operation/90877/
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C2 Infrastructure 

Source:

https://research.checkpoint.com/agent-smith-a-new-species-of-mobile-malware/

https://blog.malwarebytes.com/cybercrime/2019/07/no-mans-land-how-a-magecart-

group-is-running-a-web-skimming-operation-from-a-war-zone/

Directory Structure Network Topology
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Malware Behavior

Source:

https://securelist.com/platinum-is-back/91135/

https://blog.trendmicro.com/trendlabs-security-intelligence/ios-url-scheme-susceptible-to-hijacking/

https://research.checkpoint.com/danabot-demands-a-ransom-payment/

https://www.welivesecurity.com/2019/06/05/wajam-startup-massively-spread-adware/

Attack Chain Sequence Diagram Flow Chart

Function Structure
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Process of Study
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Visualization for Attack Flow
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1. DAG Network with Edges between Adjacent Layers
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1. DAG Network with Edges between Adjacent Layers

2. Focusing on Relationship between IoCs and Other Entities
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Observations

Malware
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Threat Diagram STIX Data
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1. DAG Network with Edges between Adjacent Layers

2. Focusing on Relationship between IoCs and Other Entities

3. Extracting Differences from Existing Intelligence

– New Vulnerability

– Same IoC

– New Malware Component

24

Observations
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Outline
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Layout for DAG (Directed Acyclic Graph)
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 Hierarchical Order

– Different order between 

STIX Edge and Diagrams

 Cross Layered Edges

– Many Edges on Non-

Adjective Layers
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DAG Layout: Problems
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 Re-Mapping Edges

– Remapping indicates

Directions to Fit Intuition

 Orthogonal Routing

– Eliminating cross edges

 De-Emphasize Edges on 

Non-Adjective Layers

– Bellman Ford Method for 

Longest Path Problem with 

Negative Weights

28

DAG Layout++
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Clustering IoCs based on Relationships
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Emphasizing Differences



Disclosure to 2020 FIRST CTI Symposium.   Copyright©2020  NTT Corp. All Rights Reserved.

NTT Confidential

31

Emphasizing Differences



Disclosure to 2020 FIRST CTI Symposium.   Copyright©2020  NTT Corp. All Rights Reserved.

NTT Confidential

32

New Visualization based on Observations

1. DAG Network with Edges 

between Adjacent Layers

2. Focusing on Relationship 

between IoCs and Other 

Entities

3. Extracting Differences from 

Existing Intelligence
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Example: An New Zebrocy Campaign

Source:

https://www.welivesecurity.com/2019/09/24/no-summer-vacations-zebrocy/

• Zebrocy Trojan used by APT28

– Written in C++, Delphi, AutoIt, C#, VB.

• New Campaign since Sep 2019

– Phishing with Malicious Word File

– Usage of Dropbox for Hosting
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Example: An New Zebrocy Campaign
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Example: An New Zebrocy Campaign
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Example: An New Zebrocy Campaign
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Example: An New Zebrocy Campaign
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Example: An New Zebrocy Campaign
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Example: An New Zebrocy Campaign
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Example: An New Zebrocy Campaign

Not Found
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Example: An New Zebrocy Campaign

ESET said, 
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Outline
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• How to Capture Malware Behaviors?

– Necessity to Build a Data Structure for Malware Behaviors

– STIX 2.1 May Solve This Problem

• How to Fill Kill Chain Phases?

– Shortage of Attack Phrase on Actually Shared Intelligence

– Without Phrases, Difficulty to Reflect How IoCs are Used into Layouts 

• To Make It Better

– New Observations & Layout methods

– Other Purposes for Visualization

– Etc.
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Discussions
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• Not The Only Way to Visualize Threat Intelligence

• Possibility to Improve Visualization for a Use Case

• Necessity to Rethink Your Purpose & Method of Visualization

45

Conclusions


